HEYBRIDGE PARISH COUNCIL - CCTV POLICY STATEMENT

Adopted May 2022 Amended May 2023
 
Owner
The system is owned by Heybridge PARISH COUNCIL (the Data Controller), 

The Parish Clerk is responsible for the operation of the system and for ensuring compliance with this policy and may be contacted as follows:

Telephone: 01621 855652
Email: clerk@heybridgeparishcouncil.gov.uk

In its duty of care to residents and mindful of its responsibility for public property, Heybridge Parish Council is committed to ensuring the most appropriate measures are in place to protect public assets and the safety of everyone using its facilities.

This policy is to control the management, operation, use and confidentiality of the CCTV system in operation at Plantation Hall.

Legislation

This policy has been produced in line with current legislation:

· The General Data Protection Regulations 2018
· The Information Commissioner’s Office updated Code of Practice 2017 covering the use of Closed-Circuit Television (CCTV)
· The Protection of Freedoms Act (POFA) – New surveillance Camera Code of Practice issued by the Secretary of State in 2013, monitored by the Surveillance Camera Commissioner.

This protocol aims to ensure that Heybridge Parish Council operates its CCTV system in a legal manner, in accordance with the twelve guiding principles of the Surveillance Camera Code of Practice contained in the Information Commissioner’s Office updated Code of Practice 2017 covering the use of Closed-Circuit Television (CCTV) and with all due respect for the privacy of individuals. (See Appendix A.)

CCTV digital images, if they show a recognisable person, are personal data and are covered by the General Data Protection Regulations 2018. This Policy is associated with the Parish Council's Data Protection Policy, the provisions of which should be adhered to at all times. 

Purpose of the Cameras:
  
To prevent and detect criminal activity, vandalism, anti-social behaviour and criminal damage at the Plantation Hall and King George V Field and to protect the Parish Council’s property.

The system will not be used:
· To provide recorded images for the world-wide-web.
· For any automated decision taking.
· For any covert recording.

Equipment
The system comprises:

Recorder:
16 Channel 8Tb Digital Video Recorder (DVR) 5MP
Anti vandal fixed dome Cameras 5MP x 14

All equipment was supplied and installed by Bee Wise Security Ltd. 
 
Location of the cameras: 

The cameras are located as follows at the Plantation Hall.
 
Screen 1	Picnic Benches		Screen 2	Field		Screen 3	Claydon Corridor
Screen 4	Field 		 	Screen 5	Main Corridor	Screen 6	Front Door
Screen 7	Field			Screen 8 	Play area	Screen 9	Claydon Fire exit.
Screen 10	Carpark			Screen 11	Carpark		Screen 12	 Side Footpath 
Screen 13	Main Hall		Screen 14 	Main Hall Exit	Screen 15	Main Hall
Screen 16 	Blank			

Signage:
Heybridge Parish Council lets people using the facilities know that they are in area where a surveillance system is in operation through the use of prominently placed signs at the entrance to the surveillance system’s zone, and by reinforcing this message with further signs inside the area.

Signs inform the public that images are being monitored and recorded for the purposes of crime prevention and public safety, that the scheme is controlled by Heybridge Parish Council and that for further information they should contact the Parish Council on 01621 852471

Management and security of the CCTV:
The images are securely stored and will only be viewed in the event that criminal activity, vandalism, anti-social behaviour or criminal damage occurs. Access to the images is restricted. Only the Clerk (Council’s Data Protection Administrator), Administration Officer, Community Engagement Officer can view live footage or review historic data. 

Disclosure of CCTV images to the Police or other law enforcement agencies shall be made where requested by those agencies for the purposes of crime prevention and detection. Details of all disclosures will be recorded and signed accordingly by both parties.

All CCTV data will normally be retained for fourteen days from the date of recording, and then automatically over written. Once a hard drive has reached the end of its use it will be erased prior to disposal.

Images shall only be retained in compliance with current guidelines within the Code of Practice or as requested by the Police.

No unauthorised access to the Data will be permitted at any time. 

Training in the requirements of the General Data Protection Regulations 2018 will be periodically undertaken by the Clerk.

Access to images
All access to images will be recorded in an Access Log (Appendix B). 
Disclosure of recorded material will only be made to third parties in strict accordance with the purposes of the system and is limited to the following authorities:

· Law enforcement agencies where images recorded would assist in a criminal enquiry and/or the prevention of terrorism and disorder.
· Prosecution agencies
· Legal representatives
· People whose images have been recorded and retained unless disclosure to the individual would prejudice criminal enquiries or criminal proceedings.
· Emergency services in connection with the investigation of an accident.
· The media where it is assessed by the Police that the public’s assistance is needed in the identification of a victim, witness or perpetrator in relation to a criminal incident.


Access to images by a subject

1. CCTV digital images, if they show a recognisable person, are personal data.
2. Access to images by a subject is covered by the General Data Protection Regulations 2018.  
3. Anyone who believes that they have been filmed by CCTV is entitled to ask for a copy of the data, subject to exemptions contained in the Act. They do not have the right of instant access. 
4. A person whose image has been recorded and retained and who wishes access to the data must apply in writing to the Data Protection Officer. Subject Access Request Forms are available from the Clerk. 
5. A copy of this policy will be given to data subjects wishing to access their data along with a Subject Access Request Form
6. All subject access requests should be dealt with by the Data Protection Officer
7. The Data Protection Officer should locate the images requested and mark them for retention, but not disclose them to a member of the public.
8. The applicant must not ask another member of staff to show them the data or ask anyone else for a copy of the data. All communications must go through the Data Protection Officer. 
9. The Data Protection Officer should determine whether disclosure to the individual will entail disclosing images of third parties.
10. The Data Protection Officer will need to determine whether or not to disclose the images of third parties and if third party images are not to be disclosed arrange for the third-party images to be disguised or blurred by an outside organisation.
11. A response will be provided promptly and in any event within twenty-eight days of receiving the required fee and information. 
12. The Data Protection Act gives the Data Protection Officer the right to refuse a request for a copy of the data particularly where such access could prejudice the prevention or detection of crime or the apprehension or prosecution of offenders. 

If it is decided that a data subject access request is to be refused, the following should be documented:

· The identity of the individual making the request
· The date of the request
· The reason for refusing to supply the images requested.
· The name, signature and designation of the person making the decision.

All Council staff and Councillors should be aware of individuals’ rights under this section of the Code of Practice.

Compliance monitoring 
· The contact point for members of the public wishing to enquire about the system will be the Clerk, by telephone: 01621 855652 or email:  clerk@heybridgeparishcouncil.gov.uk
· Upon request enquirers will be provided with a copy of this statement of policy. 
· A Subject Access Request Form if required or requested. 
· A copy of the Council's complaints procedure. 

The effectiveness of the system in meeting its purposes will be kept under review. 


Request to prevent processing.
An individual has the right to request a prevention of processing where this is likely to cause substantial and unwarranted damage or distress to that or another individual.
All such requests should be addressed in the first instance to the Data Protection Officer, who will provide a written response within 21 days of receiving the request setting out their decision on the request. A copy of the request and response will be retained.

Complaints & Queries

Queries regarding this policy should be addressed to the Parish Council clerk@heybridgeparishcouncil.gov.uk.

If individuals are not happy with the Council’s response to a Data Protection request, they can complain using the Council’s complaints system.

They can speak to the Clerk to see if she can resolve the issue 01621 855652 or visit the parish website www.heybridgeparishcouncil.gov.uk. 

Individuals can also complain to the Information Commissioner at: 

Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF

Tel: 0303 123 1113 (local rate) or 01625 545 700 if you prefer to use a national rate number.

Web: www.ico.gov.uk



REVIEWED MAY 2023 CLERK
TO BE APPROVED 2023

APPENDIX A  

The Guiding Principles of the Surveillance Camera Code of Practice:

Heybridge Parish Council adopts the following 12 guiding principles:

1. Use of a surveillance camera system must always be for a specified purpose which is in pursuit of a legitimate aim and necessary to meet an identified pressing need.
2. The use of a surveillance camera system must consider its effect on individuals and their privacy, with regular reviews to ensure its use remains justified.
3. There must be as much transparency in the use of a surveillance camera system as possible, including a published contact point for access to information and complaints.
4. There must be clear responsibility and accountability for all surveillance camera system activities including images and information collected, held and used.
5. Clear rules, policies and procedures must be in place before a surveillance camera system is used, and these must be communicated to all who need to comply with them.
6. No more images and information should be stored than that which is strictly required for the stated purpose of a surveillance camera system, and such images and information should be deleted once their purposes have been discharged.
7. Access to retained images and information should be restricted and there must be clearly defined rules on who can gain access and for what purpose such access is granted; the disclosure of images and information should only take place when it is necessary for such a purpose or for law enforcement purposes.
8. Surveillance camera system operators should consider any approved operational, technical and competency standards relevant to a system and its purpose and work to meet and maintain those standards.
9. Surveillance camera system images and information should be subject to appropriate security measures to safeguard against unauthorised access and use. 
10. There should be effective review and audit mechanisms to ensure legal requirements, policies and standards are complied with in practice, and regular reports should be published.
11. When the use of a surveillance camera system is in pursuit of a legitimate aim, and there is a pressing need for its use, it should then be used in the most effective way to support public safety and law enforcement with the aim of processing images and information of evidential value.
12. Any information used to support a surveillance camera system which compares against a reference database for matching purposes should be accurate and kept up to date.



APPENDIX B

Heybridge Parish Council Access Logbook

Heybridge PARISH COUNCIL ACCESS LOGBOOK

	Date
	Who had access
	Why was access granted/required
	Result of access/viewing the data
	Signed

	e.g., 18/05/2018
	Essex Police &
John Smith (Clerk)
	Vandalism to the building
	Data viewed, confirmed incident, perpetrator could be identified from images, reported to Police 
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



